• m 

1 /17 





^-12 




Chicago 


7 

20 


New 
York 




k J 
N ✓ 
S ✓ 
V ✓ 




L — 18 


\ ✓ 
N ✓ 


I— -22 


Los 
Angeles 


f s 

-10 J 4 


Atlanta 



-14 



-16 



FIG. 1 



30 




-12 




\ . ✓ 
^ntemet^ -32 

✓ \ 




Atlanta 



-14 



-16 



FIG. 2 



+ 



2/17 




>)JOMl8|\J |BOCT| 











o 












£ 




Q_ 


rrt 




o 


C 






>s 




To 


"O 




CO 


CD 




CO 


CO 
ZJ 




CO 


c 




X) 


cd 




CD 


o 




0) 

c 


CO 




ider 


c 




►on 


hei 




u_ 






CO 


o 




CD 






k_ 


"co 


CO 


C 




CD 


o 


co" 


CO 


nk 


res 


res 


— i 


*o 


*o 


CD 


■a 


-a 


co 


CO 


d 

o 


Q_ 


Q_ 



3/17 




L >|jomj9n |eoo~| 



+ 



4/17 



ol 



o 
o 



V 



< 

CL 
CO 
LU 



CO 
O) 



LU ,^ 



CD 
CD 



CO 

o 
>» 

CO 
CL 



CD 

V] 



CO 

1,9= 



CM 

VJ 



CL -q 
CO CO 
LU CD 
X 



o 

CD 

VJ 



5 

CD 



CM I 

ol 



Q 
LU 

CL 

DC 
O 

LU 



Q 
LU 

o 

LU 
X 
I- 
Z> 
< 



in 
O 



to 

la 
■ 

co 

•4— • 

iS 



CD 

o 

CD 
CO 



CD 
.5k 



*g o) 

CO tz 

CD CD 

X -J 



g 

CO 

I 



CD 
CO 

O 

c 
o 

"co 
c 

CD 

E 

CD 
CO 



-Q 
i 

CO 



CO 

CO ^ 



CO I 

o 



CO 
o 



CD 

j5 

I 

CD 



CO 

o 

CD 

o 

CD 
"O 
CO 
CD 



JO 
i 

CO 



o 
o 
o 

• 

o 

CL 



CD 
> 



CD 

E 
P 



CO 
CO 
CD 

"O 

"8 

Q_ 

CD 
O 
i_ 

O 
CO 



CVJ 
CO 



CO 
CO 
CD 

t5 

■§ 

Q. 

c 
o 

"co 
c 

to 

CD 



CM 
CO 



b 

tin 



+ 



5/17 



LU 
O 

CO 

CO 



< 
o 
-I 

CL 
CL 
< 



C\J 




co 



o 

JO >* 

3 ;■= 

C 
O 

o 



o 

CO 



T 



CO 



§1 

= ! 

°l 

*i CO 

2 o 

H 

CD 



c 

o 

8 .i 

o o 

- s 

° c 

co o 



T3 
C 

CO 

E e 

CD O 

£ ° 

O Q- 



§ o 

CO CO 
C <D 



.92 "co "J2 
co £ c= 



C CD 
CL -O 



O 

LO 



CO 

0) CC 
O) <*- 
CO o 



a> 

c 
o 

CL 
CO 
CD 

a: 
I o 

&l 

E 



CO 

E 



c 

CO 



a 

> 



CO 
CO 
CD 

■o 
•o 

< 
CL 



O 
CO 
W g 

.1 f 
Q. °> 



5 "S 



Q. 

<D 
O 

E 

CD _ 
CC CL 



Q_ CO 



~ co 
> 



CO 
C 

o 

CO 

o 

il 

co i: 
CD 3 
CO < 



2 S 8 
^ w *o .92 

C CL .a oo 

CO 

CD 



2 E 



LU 

a 

(0 



LU 



a E * 

o £5 co S 

45 > w 5 S 

™ (0 j E a 

" " ^ -c 9= 

S (/) < a o 



CL 3 



CO 
LO 



o 

E 



LO 



<D 
D> 
CO 
C 
CO 



O 

■4— • 

eg 

£>I 

— c 

° CD 
CD 5 

CO -Q c 
CO CO o 

CO Q. 
c w 



c 
*co 

CL 

co co 



"O 

E 5 



co 



c 
o 

■E 
o 

CL 



CO 
O 

a. 

< 

I- 
0) 
D) 
CO 

c 

CO 



0) 

■o 
c 



<D 



o 
o 

- 2 S3 
5 « 2 

■* ■§ 1 

^- cO ^ CO 

O CL g <D 
5 CD CJ 

O o Q_ o 

Z LL CL CO 



.00 .fj 



CD 
"O 

c 
o 

C CL 
— CO 

9- 2 » 

o is 

« co ra 
£ B - 

■n w n 
-o < 
co Q ^ 



O 

s 

CO 

o 

CC 
LU 



CO 
CO 



"O 

c 

CO CO 

— CO 

CO C 

O CO 

o ^ 



a> a> 



"O 

CD 



CO C J* <2 

S 9> c to 

-o 5 - 1 

»- °3 

O CD 

^ n J 

£ w "o 

O J- c 

iO co CO 
3d. 

w co 7 

S- CL. 

® CD > 
CD 



O 

CD CO 

Q_ co 

o 0 



CD 



CD 



_cg 

13 
CO 
CL 
CO 
O 

c 

-3 ® 

co 0. 
c0 — 

O .= 
CO -T-j 

^ o 



O 
CL 

— CO 

a> o 

c > 

O CD 

O c 

O) CD 

CO £ 

C 3 

CO CO 

S E 

== 0} 

c « 

m ^ 



CD 
CO 

co 
o 

0. 

O 



o 



co c 

CL O 
CO C 

s § i 

n ~ CO 

H = g 

— ' co 

Q) CO _q 

O LU CO 

S 9= 5 



CD * * 



0) 
3 

O 



a 
o 
CO 



CVJ 
CO 



J 



+ 



6/17 



O 



CL 
CO 
LU 

O 
CD 
CO 
CL 



CD 
O) 
CO 

c 

CO 



"O 
CD 



. 5- 



c 
c 
o 
O 
Q_ 
O 



CM 



CM 
CL 



CM 
Q_ 
CL 

QL 



CM 
O 



O 

O T - 

CL 

o 



CL 
CL 
CL 



CO 
o 
'(/) 



00 



O 
> 



o 



> 
CO 



J 



CL 
O 



CL 
CO 
LU 

O 
CD 
CO 
CL 



O) 
CO 
c 

CO 



"O 

c 
CD 



c 
c 
o 

O CM 

CL 

O 



CM 
CL 



CM 

CL 
CL 
CL 



CM 

75 
O 



o 

CL 

O 



CL 
Q_ 
0. 



CO 
O 
'co 



1^- 



O 
> 



PQ 

b 
E 



+ 



7/17 



CD 
00 



V 



CD 

O CO 
LU 



C\J 
00 



o 



n Q 



CO CO 
LU CD 
X 



oo 



CO 
<D Li. 
X ^ 
n O 



<D (D 

Z3 CD 
CD X 



OO 

d 

l-H 



C\J 

o 

CM 



O co 
HO 



CD 
O 



<D Q_ 

"S o 

=C O 

0. u_ 



+ 



8/17 



^ START ^ 





Receive Packet from 
local LAN 









210 



214 



IP TRANSMIT 



218 

Is Packet IPSec ^ yes 
encapsulated?,, 



NO 



222 



Search IPSec Security Database 




1 


, YES ^-230 


Apply IP Filter rules to VPN 
Data Traffic before Encryption 




r 




IPSec ESP Transforms 





234 



238 



Consult Routing Table 



242 



Apply IP Filter rules to non- 
VPN traffic but pass IPSec 



246 




NO 



250 



Output via PPP Link with IP 
Address from Routing Table 



FIG. 9A 



9/17 



ivc 

Bundle 
Process, 



254 

TCP^ 
Encapsulate the 
JJata Packet?. 



Yes 



258 



Choose Inferior Virtual Circuit 



282 



Fragment to chosen 
Fragment Length 



262 



Fragment Packet up to size of 
MTU 



286 



Choose IVC for TCP Stream 



266 



Translate IPSec IP Header to 
Match IVC 



290 



TCP Encapsulate and add IP 
and Bundle Headers 



270 



NDR uses IP Filter to Match 
IVC address with PPP 
interfaces 



274 



Forward to correct PPP Link 



IVC 
Bundle y+- 
System 



Yes 




< START ) 



FIG. 9B 



+ 



10/17 



Q START ^ 

"l ^300 

Receive Packets 



^-304 



Apply Traffic Filter Rules 




Remove IP, TCP and Bundle 
Headers 



FIG. 10A 



+ 



11 / 17 




356 



Remove ESP 
Header and 
Decrypt 



START 



1 


Yes 

r 


Translate ESP IP Address to 
VPN Tunnel IP Address 







344 



Discard Packet 



Q START ^ 



FIG. 10B 



12/17 



Data 
IV Packet 



376 



Add bundle header 




^-380 


Add TCP Header 




^384 


Add IP 


Header 



360 



364 




N 



r 



368 



Address translation 
only 



372 




PPP links 



FIG. 11 



14/17 



+ 



o 
to 



CD 



1 



CD ^ 

i 2 
E o 



CO o 



CO 
CO 



V 



o 

CD 




O 
O 

■a 
cr 

Oj 
iS 

c3 

Q 

CO 
CO 
CD 

"O 
"O 
< 



CO 
LO 











O 


OS 




co 


CO 




DC 


ce 




CL 


o 


CD 




do 


oldfi 


o 


Micr 


o 




"D 




■ 

CM 


aj 


o 


CO 


00 

^_ 


o 




O) 




o 


a) 


o 


CO 
LO 


J: 





| XNI 


CO 
CO 


LD 


CD 




LO 


CL 




X 


CD 


LU 



00 

u 




00 

o 

LO 



CM 
LO 



LO 



CO 

5 

CM 

CO 
O 



03 

O 



03 



DC 
< 
3 



CD 

0)0 

CO 



o 

LO 



CD 
> 



CM 
CO 
CM 

CO 
DC 



op 



co 
o 

£ CO 

2 £ 

€ s. 

CO "JZ 

CO CD 

^ CO 

00 



b 



+ 



15 17 



+ 




CD 



CM 
CO 



+ 



16/17 



+ 



<D 
O 

£ 
o 

75 



o 
O 




0 











CD 




E 


O 


CD 3= 




O 






CO 


o 


se 


E 


CO 


£ 


CD 




O 

2 


E 




o 


CL 






+ 



17/17 




